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Empowering Florida's Digital Resilience
Within the Florida Digital Service, the State Chief Information Security Officer 
(CISO) is responsible for development, operation, and oversight of 
cybersecurity for state technology systems.

Our Mission:
• Ensure availability, confidentiality, and integrity of state systems.
• Safeguard state agency digital assets, data, information, and information 

technology resources.
• Establish standards and processes for assessing state agency 

cybersecurity risks and determining appropriate security measures.

Delivered through vigilant oversight of the State Cybersecurity Operations 
Center (CSOC).
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CISO - Chief Information 
Security Officer

DCISO - Operations

Incident Response

Security Engineering

Network Security

DCISO - Strategy

Security Planning & Policy

Governance, Risk, and 
Compliance

Security Training & 
Community

Cybersecurity Programs & 
Architecture

ESF 20

Chief Data OfficerChief Technology 
Officer

DMS
FL[DS]

Org Chart
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Cybersecurity Requires
Engagement Across the Enterprise

• Florida Department of Law Enforcement - Intelligence, investigations, and 
technical analysis

• Department of Management Services’ Division of Telecommunications -
Network security and availability

• Department of State - Shared resources and support
• Florida Division of Emergency Management - Cybersecurity grants and ESF20
• Many others - State enterprise agencies, local government entities, 

universities, etc.
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• FL[DS] CoLab offering ISC2 continuing education 
credits 
• 22 total cybersecurity sessions
• 350+ attendees
• 7 sessions eligible for CEUs since August 2023

• 34 state agencies represented in at least one 
cybersecurity workgroup

• Enterprise Security Leaders meetings and 6
domain specific workgroups held each month

Cyber Community
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Cyber Community _
Throughout the Month

All agency CSIRTs participating in the first-ever
enterprise cyber training exercise

October 11
FL[DS] Presents Effective Policy and Processes 

for Incident Response and Threat Hunting

October 17
FL[DS] Cybersecurity Presents How Traditional 

Email Defenses Fail Against Modern Attacks 

October 20
A Deep Dive into the Local Government 

Cybersecurity Resource Packet

October 26
Virtual Training Exercise: Anatomy of an Attack
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Cybersecurity Operations Center (CSOC) 
Solution Adoption

Enterprise Cybersecurity Solution Agencies Adopted / Implementing

Cloud-based Unified Security Suite 28
Managed CSOC Solution 24
Asset Discovery (Agent) 17
Asset Discovery (Agentless) 20
External Attack Surface Discovery 34

Endpoint Protection (EDR) / Managed Response Services 24 / 16

Content Delivery Network 13
Licensure and Credential Access Management Platform 8
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Security Event Management
Significant threat analysis to deal with volume 
of security event data.

Rapidly correlate against other agencies and 
share information to prevent other 
compromises.

Security Operations – Extended Response

Ingestion and evaluation of events 

Correlation of the events to alerts

De-duplication of alerts to

triaged alerts for review by the 
FL[DS] and agencies

triaged alerts were

Identified as

true
positives

Incident Response
Support affected agency efforts to bring an 
incident under control, expel bad actors, 
recover their systems.
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Strategic Planning

2024 
Statewide 

Cybersecurity 
Strategic 

Plan

CIO and 
CISO 

Engagement

Risk 
Assessments

Cyber 
Advisory 
Services

ASOPs

Cyber 
Advisory 

Committee
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Risk & Compliance

Agency Risk 
Assessments

Enterprise 
Risk Rollup

Risk 
Remediation 

Roadmap

Thirty agencies participated in a comprehensive risk assessment.

Five agencies provided their own results.
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Comprehensive Risk Assessments

Moving forward:
• Gathering requirements for an enterprise Governance, Risk, and Compliance (GRC) 

platform - 29 agencies indicated demand for a GRC tool in their ASOP.

• 60GG-2 Revisions - Drafting language for the rule. Will use themes uncovered from 
the risk assessments to incorporate standards.

11

[Ll 



Cybersecurity Positions and Training Guidelines
• Includes basic descriptions for 36 roles based on NICE framework
• Provides advancement levels and training specifications across 7 domains
• Distributed training curriculum as required by F.S. section 282.3185 & 282.318

• Security awareness training (all government employees)
• Advanced cybersecurity training curriculum (for elevated access)
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Florida’s Inaugural Public Sector Cybersecurity Summit
September 14, 2023

• 375 total attendees
• 275 public sector attendees
• 85 local government attendees
• 21 higher education attendees
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Local Government Cybersecurity Packet

14

The 2023 Florida Statutes 

Title XIX 
PUBLIC BUSINESS 

ChaRter 282 
COMMUNI CATIONS AND DATA PROCESSING 

282. 3185 Loca l government cybersecurity. -

View Entire Chapter 

(1) SHORT TITlE. - This section may be cited as the "local Government Cybersecurity Act." 

(2) DEFINITION. - As used in this section , the term "local government" means any county or municipali ty. 

3 
1. ~D=,iL,.----..,,...,__,...,,q-_._...., ___ - ___ ..,,__=...,....,..,,,=-=-lgovemment 

employees with access to the local government's network must complete the basic cybersecurity training within 30 
days after commencing employment and annually thereafter. 

2. Develop an advanced cybersecurity training curriculum for local governments which is consistent with the 

cybersecurity training required under s . 282.lla(3)(g) . All local government technolo!!Y professionals and 
employees with access to highly sensitive infOfmation must complete the advanced cybersecurity training within 30 

days after commencing employment and annually thereafter. 

(b) The Florida Digital Service may provide the cybersecurity training required by this subsection in 
collaboration with the Cybercrime Office of the Department of Law Enforcement, a private sector entity, or an 

institution of the State Ur1iversity System . 

CYBERS 
standards must be consistent with generally accepted bait practices foc cybersecurity, including the National 

Institute of Standards and Technology Cybersecurity framework. 
(b) Each county with a population of 75,000 or more must adopt the cybersecurity standards required by this 

subsection by January 1, 2024. Each county with a population of less than 75,000 must adopt the cybersecurity 
standards required by this subsection by January 1, 2025. 

(c) Each municipality with a population of 25 ,000 or more must adopt the cybersecurity standards. required by 

this subsection by January 1, 2024. Each municipality with a population of less than 25,000 must adopt the 

cybersecurity standards required by this subsection by January 1, 2025. 
(d) Each local government shall notify the Florida Digital Service of its compliance with this subsection as soon 

as possible . 

f 
I• (5) MO IF~(I( ~QN - ransomware incident to the 

Cy~---~--...... ----- ....--........... ~..---..--~--....., .... -_ ... orcement, and sheriff who has 
jurisdiction over the local government in accordance with paragraph (b). The notification must include, at a 

minimum, the fol lowing information: 

1. A summary of the facts suTounding the cybe..-s.ecurity incider1t or ransomware incident. 

2. The date on which the local government most recently backed up its data; the physical location of the 

backup, if the backup was affected ; and if the backup was created using cloud computing. 
3. The types of data compromised by the cybersecurity incident or ransomware incident . 

4 . The estimated fiscal impact of the cybers.ecurity incident or ransomware incident. 

THE 
LOCAL GOVERNMENT 

CVBERSECURITY 

RESOURCE 

PACKET 

A CORE RESOURCE 

FOR LOCAL & STATE GOVERNMENT 

CYBERSECURITY COLLABORATION 

IN THE STATE OF FL ORIDA 

FL[D IGITAL SERVICE] 

2023V1.0 



337 local entities applied for local 
grants, representing 66 out of 

Florida’s 67 counties

96% of participating local entities 
committed to sharing 

cybersecurity data with the CSOC

More than 730 deployments of 
cybersecurity capabilities across 

193 local entities

FY 22-23 Local Grants – Highlights_
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“It has fulfilled a tremendous need.  We are a rural fiscally 
constrained county and without the assistance we would not 
have the added security that we have now and hope to 
continue.” 

- Holmes County Sheriff's Office
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• Portion of funds dedicated to rural communities
• FL[DS] and DEM collaboration for grant management
• FL[DS] and Domestic Security Oversight Council (DSOC) 

collaboration for planning committee

State & Federal Cybersecurity Grant Programs FY 23-24

• Focused on Florida local governments
• Funding for cybersecurity risk management programs
• Emphasis on risk management programs, cybersecurity 

standards, and vulnerability mitigation

$40
m i l l i o n

$11.9
m i l l i o n
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Please contact Jeff Ivey, Deputy Chief of Staff
Jeff.Ivey@dms.fl.gov

Questions?

18


	Meeting Cover Page
	Meeting Agenda
	Cyber Security Presentation



