THE FLORIDA LEGISLATURE

Joe Negron Richard Corcoran
President of the Senate Speaker of the House of
Representatives

May 05, 2017

The Honorable Joe Negron
President of the Senate

The Honorable Richard Corcoran
Speaker, House of Representatives
Dear Mr. President and Mr. Speaker:

Your Conference Committee on the disagreeing votes of the two houses on HB 5301, same
being:

An act relating to State Agency Information Technology Reorganization.

having met, and after full and free conference, do recommend to their respective houses as
follows:

1 That the Senate recede from its Amendment 100366.
2 That the Senate and House of Representatives adopt the Conference Committee
Amendment attached hereto, and by reference made a part of this report.
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Senator Jack Latvala, Chair

Senator Anitere Flores, Vice Chair

Senator Dennis Baxley, At Large

Senator Aaron Bean

Senator Lizbeth Benacquisto, At Large

Senator Lauren Book

Senator Randolph Bracy

Senator Rob Bradley, At Large

Senator Jeff Brandes

Senator Oscar Braynon Il, At Large

Senator Doug Broxson

Senator Daphne Campbell

Senator Jeff Clemens, At Large

Senator Gary M. Farmer Jr.

Senator George B. Gainer

Senator Bill Galvano, At Large

Senator Rene Garcia

Senator Audrey Gibson

Senator Denise Grimsley, At Large

Senator Travis Hutson

Senator Tom Lee

Senator Debbie Mayfield

Senator Bill Montford, At Large

Senator Kathleen Passidomo

Senator Keith Perry

Senator Bobby Powell

Senator Kevin J. Rader

Senator Jose Javier Rodriguez

Senator Darryl Ervin Rouson

Senator David Simmons

Senator Wilton Simpson, At Large

Senator Kelli Stargel

Senator Linda Stewart

Senator Perry E. Thurston Jr.

Senator Victor M. Torres Jr.

Senator Dana D. Young

Conferees on the part of the Senate
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Representative Carlos Trujillo, Chair

Representative Blaise Ingoglia, Chair

Representative Thad Altman

Representative Bryan Avila

Representative Lori Berman, At Large

Representative Michael Bileca, At Large

Representative Jim Boyd, At Large

Representative Matt Caldwell, At Large

Representative John Cortes

Representative Janet Cruz, At Large

Representative W. Travis Cummings, At Large

Representative Tracie Davis

Representative Jose Felix Diaz, At Large

Representative Bobby B. DuBose

Representative Dane Eagle

Representative James Grant

Representative Don Hahnfeldt

Representative Kionne L. McGhee, At Large

Representative Larry Metz, At Large

Representative George R. Moraitis Jr., At Large

Representative Jared Evan Moskowitz, At Large

Representative Jeanette M. Nufiez, At Large

Representative Jose R. Oliva, At Large

Representative Kathleen M. Peters

Representative Rene Plasencia

Representative Daniel D. Raulerson

Representative Sean Shaw

Representative Chris Sprowls, At Large

Representative Cynthia A. Stafford, At Large

Representative Matt Willhite

Representative Richard Stark, At Large

Managers on the part of the House of Representatives
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The Conference Committee Amendment for HB 5301, relating to State Agency Information
Technology Reorganization, provides for the following:

Section 1 amends s. 20.61, F.S., to revise the experience required for the executive director and
chief information security officer. Deletes the following positions: deputy executive director,
chief planning officer, chief operations officer, and chief technology officer.

Section 2 amends s. 216.292, F.S., to delete expired subsection (8) that authorizes the Agency
for State Technology (AST) to transfer funds, after notice, for technology migrations to cloud
computing services in fiscal year 2015-2016 only.

Section 3 amends s. 282.0041, F.S., to revise the definitions of “breach”, “customer entity”,
“incident”, and “’service-level agreement”. Adds the definition of “cloud computing” and deletes
the definition of “enterprise information technology service.”

Section 4 amends s. 282.0051, F.S., revises the AST’s duties related to project oversight to
review and provide recommendations to the Governor, President, and Speaker. The AST will
review project oversight deliverables and provide recommendations for state agencies’ projects
costing over $10 million and for cabinet agencies’ projects costing over $25 million. The AST,
with the Department of Management Services, will establish best practices for the procurement
of cloud computing services. Eliminates the AST’s duty to review technology purchases over
$250,000 and the development of data center standards.

Section 5 amends s. 282.00515, F.S., to require cabinet agencies to submit project oversight
deliverables related to information technology projects over $25 million to the AST and those
projects must comply with project management standards established by the AST.

Section 6 amends s. 282.201, F.S., to direct the State Data Center to provide services on premise
or through a third party cloud computing provider based on the best cost and service verified by
the customer. Defines the experience for the data center director appointed by the executive
director. Deletes intent language for data center consolidation and directs the development and
implementation of state, federal and generally accepted governmental accounting and auditing
compliant, operating guidelines and procedures for the state data center. Directs the state data
center to use third party cloud computing services instead of utilizing existing infrastructure
when costs are reduced and services are the same or improved. Requires the state data center to
submit a biennial report to the Governor, President, and Speaker on cloud computing usage by
customer and requires the customer’s cooperation. Deletes the state agency data center
consolidation schedule and requirements.

Section 7 amends s. 282.206, F.S., to direct AST state agency customers to notify the AST of
anticipated, significant changes in services every six months. Requires an annual plan by
November 1 that includes an inventory of the applications supported by the state data center,
identifies applications that can migrate to a third party cloud computing service, and requires a
project plan and estimated costs. Migration to a cloud computing service shall be validated in a
cost benefit analysis to reduce the costs and maintain or exceed service levels. The cloud
computing service shall meet or exceed the applicable state and federal standards for security.

Section 8 creates the Florida Cybersecurity Task Force consisting of six members from the
Department of Law Enforcement, Agency for State Technology, Department of Management
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Services, Division of Emergency Management in the Office of the Governor, and the Chief
Inspector General in the Office of the Governor. The task force shall recommend:

Methods to improve security for the state’s network system and data;
Improvements to threat detection;

Process to assess cybersecurity infrastructure and identify gaps;
Improvements in emergency management and disaster response; and
Improvements in response to cybersecurity attacks.

The task force final report is due by November 1, 2018 to the Governor, President and Speaker.
Section 9 appropriates $100,000 nonrecurring General Revenue to the Florida Department of
Law Enforcement in Fiscal Year 2017-2018 for administrative costs associated with the Florida
Cybersecurity Task Force.

Section 10 provides that the bill takes effect July 1, 2017.
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